HNudopmanimoHHast naMsITKAa JIs1 HECOBEPILICHHOJIETHUX 110 BONPOCam
Kn0epOe30nacHOCTH

B ceTd «AHTepHeD

KoMnbloTepHBLIE BUPYCHI

KomnproTepHslii BUPYC - 3TO Pa3sHOBHUIHOCTH KOMIIBIOTEPHBIX IPOrpPamMM,

OTJIIMYUTETHLHON 0COOEHHOCTHIO KOTOPOM SIBISIETCA CHOCOOHOCTh K Pa3sMHOMKEHHUIO

(konupoBaHuio). B nonosHeHWEe K 3TOMY, BHPYChl MOTYT HOBPEIUTH WIH

IMOJIHOCTBIO YHHUYTOKHUTL BCC q)aﬁJIBI U JaHHBIC, IIOAKOHTPOJIBHBIC I10JIB30BATCIIIO,

OT UMCHH KOTOPOTI'o ObLIa 3allyIICHa Sapa}KéHHa}I I[mporpamMma, a TakKiXe IOBPCINTH

WIM QK€ YHUUYTOKUTH ONEPALMOHHYIO CUCTEMY CO BceMHu (aitimiamu B neiaom. B

OOJBIIMHCTBE CIIyYaeB PACHPOCTPAHSIIOTCS BUPYChl YEPE3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IPOrPaAMM

1.  Hcnonb3yii COBpeMEHHbIE ONEPAlMOHHBIE CUCTEMbI, UMEIOINE
CEPbE3HBIN YPOBEHB 3alIUTHI OT BPELOHOCHBIX IIPOIPAMM;

2. [locTostHHO  ycTaHaBiMBail maTud (UUQPPOBBIE 3allIaTKH,
KOTOpbIE  aBTOMATHUYECKM YCTAHABIMBAIOTCA C LEIbIO  JOpabOTKU
porpaMMmbl) W Jpyrue OOHOBJICHHMS CBOEM OMNEPalMOHHON CHUCTEMBI.
CkaunBaii ux TOJBKO ¢ oduimanbHOro cairta paspaborunka OC. Ecnm
CYLIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKJIFOUH €T0;

3. Pabortaif Ha cBOeM KOMITbIOTEpE MO/ MpaBaMu IMOJIH30BATEIS, a
HE aJMHUHHUCTpATOpa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX
pOrpamMM UHCTAJTUPOBATHCS HA TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4.  Vcnonw3yil aHTUBUPYCHBIE IPOTPAMMHBIE TPOIYKTHI U3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHISCKUM OOHOBJICHHEM 0as3;

S. Orpannup  (U3MYECKUH  JOCTYyH K  KOMIIBIOTEpY  JJis
MOCTOPOHHUX JIUII;

6. Hcnons3yil BHEIIHWE HOCHUTENM HH(POPMALUM, TaKue Kak
bnemka, auck winu (daitn u3 HHTEepHETa, TOIBKO W3 MPOBEPEHHBIX
VCTOYHHKOB;

7. He otkpbiBaii KOMIbIOTEpHbIE (ailibl, MOJMy4YEHHBIE U3
HEHAJIE&KHBIX HMCTOYHUKOB. Jlake Te (paiibl, KOTOphIE IMpHUCTIad TBOU

3HaKOMBIN. JIyuIie yTouHH y HEro, oTIpasJisiyl Jid OH TeOe UX.



Ceru WI-FI

C momompto WI-Fi MOXHO MONydnuTh OCCIIATHBIM WHTEPHET-AOCTYI B

OOIIIECTBEHHBIX MecCTaX: Kade, OTeNsX, TOProBbIX IEHTpax U a’pomnopTax. Tak ke
SBJIIETCSI OTJIMYHOM BO3MOXXHOCTBIO Bbixosia B MHTepHeT. Ho MHOTME sKcnepTh
CUYHMTAIOT, yTO oOmenocTynHbie WiF1 ceTu He SIBISIOTCS O€3011aCHBIMH.

CoBeTbl 110 0€30MACHOCTH PadOTHI B 0011e0CTYNMHBIX ceTsax Wi-fi

1. He mepemaBaii cBor JuuyHyr0 HWHGOPMAIHMIO  dYepes
obmenoctynaeie Wi-Fi cetn. Pabotass B HuUX, KelaTelbHO HE BBOIUTH
MapoJiu A0CTyNa, JIOTUHBI U KaKUEe-TO HOMEPA;

2. Hcnonb3yii u OOHOBISIH aHTUBUPYCHBIE MPOrpaMMbl U
Opanamayasp. TeMm cambIM Thl 00€30MacuIllb ce0s OT 3aKauKu BUpyca Ha TBOE
YCTPOWCTBO;

3. IIpu wucnonb3zoBanum Wi-F1 oTkmoun QyHkmuo «O0mmii
JOCTYTI K daiinam u npuHTepam». JlanHas GyHKIHS 3aKphITa IO YMOJTYaHUIO,
OJIHAKO HEKOTOpbIe IOJIH30BATEIM AaKTUBUPYIOT €€ s yaoOcTBa
UCIIOJIB30BaHus B paboTe mWin yueoe;

4, He wucnonws3yit nyomumuneii WI-FI s mepemaum  Iu4HbBIX
JTAHHBIX, HAIPUMeEp, JJIS BBIXOJIa B COLIMAIBHBIC CETU WIH B JIEKTPOHHYIO
MOuTY;

S. Ucnonb3yil Tonpko 3amuuieHHoe coeaunenue yepe3 HTTPS, a
He HTTP, T.e. mpu Habope BeO-anpeca BBOAU UMEHHO «https://»;

6. B MobOuiibHOM Tenedone oTkimoun ¢pyHkuuto «lloaknrouenue K
Wi-Fi aBromarmueckm». He nomyckaii aBTOMATHYECKOTO TOIKIIOYCHHS

ycTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

ConuajbHbIe CeTH

CounanbHas CeTh - 3TO CaUT, KOTOPBIA MPETOCTABIIET BO3MOKHOCTD JIFO/ISIM
OCYILIECTBIISITH OOIIEHHUE MEXay co0oil B mHTepHere. Yamie Bcero B HUX s
Ka)XJIOr0 YEJIOBEKA BBIJICISICTCS CBOSI JIMUHAS CTPAHUYKA, HA KOTOPOU OH YKa3bIBaeT
0 cebe paznmuuHyro HH(POpMAIMIO, HAYMHAST OT UMEHH, (aMUJIUU U 3aKaHYHBas
audHbIMU poTorpadusmu. MHOTHE MOJIB30BaTEIN HE TOHUMAIOT, 4TO HHGOpMaIIus,
pa3MeleHHasi UMHU B COIUAIBHBIX CETSX, MOXKET ObITh HaliZieHa U UCII0JIb30BaHA KEM

YroaHo, B TOM 4HCJIC HE 00s13aTeJIbHO C OJIarMMH HaMCPCHUSAMMU.

OCHOBHBIE COBETHI 10 0€30IMACHOCTH B COMAJIBLHBIX CETHAX.



1. Orpanuub CUCOK Apy3eil. Y TeOst B APy3bAX HE JOHKHO ObITh
CIIy4YalHBIX U HE3HAKOMBIX JIKOJIEH;

2. 3ammiiail CBOI 4YacTHYIO >KM3Hb. He ykasplBail mnaposiu,
TenedoHbl, ajipeca, JaTy TBOETO POXKICHUS U APYTYIO JUYHYIO HH(OPMAIHIO.
3110yMBIIIIIECHHUKHA MOTYT KCIIOIb30BaTh JAake MH(OPMAIUIO O TOM, KaK Thl
Y TBOM POAUTEIIN IJIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amuian CBOK penyTalyio - JEpKU €€ B YACTOTE U 3ajaBai
cebe Bompoc: XOTeNn Obl Thl, YTOOBI APYTHE MOJb30BATENNA BUIEIH, YTO ThI
3arpyxkaems? Ilomymait, mpexae 4em 4To-TO OnmyOJMKOBaTh, HamUcaTh U
3arpy3HTh;

4.  Ecaum Tl TOBOpHIIL C JIIOJIBMHM, KOTOPBIX HE 3HAaecllb, HE
UCIIOJIb3YH CBOE peaIbHOE UMS U IPYTYIO JIMYHYI0 HH(POPMALIUU: UMSI, MECTO
YKUTEIbCTBA, MECTO YUeObl U MpoUee;

S. N3berait pasmemenus ¢otorpaduit B MHTEepHeTe, rae Thl
U300paKeH Ha MECTHOCTH, IO KOTOPOHM MOXXHO ONpPEIEIUTh TBOE
MECTOMOJIOKEHHE;

6. Ilpm peructparuu B COLMATBHOW CETH HEOOXOAMMO
UCIIOJI30BaTh CIIOKHBIE MApoOJM, cocrosiue Hu3 OykB W mUPp U C
KOJIMYECTBOM 3HAaKOB HE MEHee §;

7. JIJist conmanbHOM CEeTH, TOUTHI M JIPYTUX CAMTOB HEOOXOAMMO
UCIIOJIb30BaTh pa3Hble Mmaponud. Torga ecnu TeOs B3JIOMAKOT, TO

3JIOYMBIIINICHHUKHA ITIOJIY4YaT AOCTYII TOJBKO K OJHOMY MCCTY, a HC BO BCC

cpasy.

DJICKTPOHHDbIE TeHLIH

DNEeKTPOHHBIE JI€HBIM — 3TO OYEHb YAOOHBIM CHOCOO MiaTexXeil, 0JIHaKo
CYIIECTBYIOT MOIICHHUKH, KOTOPBIE XOTAT MOTYYUTh 3TH JCHBTH.

DJEKTPOHHBIC IEHBIU MOSBUIIMCH COBCEM HEAABHO M UMEHHO M3-3a ATOTO BO
MHOTHUX FOCYAapCTBaX JI0 CHUX MOP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHU (YHKIIMOHUPYIOT M O HUX YK€ NMPOMHCAaHO B 3aKOHE, I7Ie UX
pa3aeNsIoT Ha HECKOJIBKO BUIOB - aHOHMMHBIE U HE aHOHUMHBIE. PazHuia B ToMm,
4TO AQHOHHUMHBIC - 3TO T€, B KOTOPBIX pa3peliaeTcsi MPOBOIWTH Omeparuu 0e3
UACHTU(UKAIINH MTOJIb30BaTENs, 2 B HE aHOHUMHBIX HICHTHU(PUKAIINN TI0JIH30BATEIIS

SBJISIETCS 003aTEIBHOM.



Taxxke cruemyer pasznuyaTh dJEKTPOHHbIE (UAaTHBIE JE€HbIM (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U D3JICKTPOHHbIE He(UATHBIE ACHBIM (HE PaBHBI
rOCyJapCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOM padoTe C 3JIEKTPOHHBIMH ICHbIAMM:

1. [IpuBsxu k cyeTy MOOUIIbHBIHN TenedoH. ITo caMblil YI0OOHbIN U
OBICTPBIN CITOCOO BOCCTAHOBHTH JOCTYH K cueTy. [IpuBsizannbiii TenedoH
MIOMOJKET, €CIU 3a0yAellb CBOM IUIATEKHBIN MapoJib WU 3aiiIelIb Ha CANT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonp3yit omgHopazoBble mnaponu. llocne mnepexoma Ha
YCUJICHHYIO aBTOpHU3AIIMIO TeOe y>Ke He OyleT yrpokaTh OMAaCHOCTh Kpaxu
WJIM MepexBata IIaTeKHOTO MapoJis;

3. BriOepu cnoxHbiii mapoisib. IIpectynHukam Oyaer HE MpPOCTO
yrajgath CIOXHBIA Mapoib. HamexxHele maponum — 3TO MApOiIu, KOTOPBIE
coJiepKaT HE MeHee § 3HAKOB M BKJIIOYAIOT B C€OsI CTPOUYHBIC U MPOIUCHBIE
OyKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB, TaKHME€ KakK 3HAK JoJuiapa, (yHTa,
BOCKJIMLIATENbHBIN 3HaK U T.11. Hampumep, StROng!;;

4, He BBOIM cBOM JMYHBIE JaHHBIE Ha cailTaX, KOTOPHIM HE

JOBEpsICLIb.

DJICKTPOHHAS MMOUYTA

DIIEKTPOHHAS MOYTa — 3TO TEXHOJOTHS U MPENOCTABISIEMBIE €10 YCIYTH I10
NEPECHUIKE U MOTYUYEHHUIO AIEKTPOHHBIX COOOIIEHUH, KOTOPhIE pacIpeaeiaioTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM TMOYTOBBIA SIIUK  BBITJISUT
CIIEIYIOIIKUM 00pa3oM: UMsI_I0JIb30BATENSI(@UMS_JIoMeHa. Takke KpoMe repeiadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTh MepeaBaTh (ailiibl.

OcHOBHBIE COBETHI M0 0€30MaCHON padoTe € JJIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBWiIbHBIA MOYTOBBIN cepBuc. B MHTepHeTe
€CTh OTPOMHBIM BHIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4Ylle
JIOBEPSITh TEM, KOT0 3HAECIIb U KTO NIEPBBIM B PEUTHUHTE;

2. He yka3pBaii B JMYHOM TOYTE JHUYHYIO HWHGOPMAIHIO.
Hanpumep, nyuiie BbIOpaTh «My3bIKaJbHBIN (QaHaT@» uaum «pok2013»
BMeCTO «TeMal3y;

3. Hcnonb3yil ABYyX3TalHYH0 aBTOPHU3ALMIO. JTO KOTJa MOMHUMO

MapoJisi Hy’)KHO BBOJUTH KOJI, TPUChLUIaeMblii o SMS;



4. Bribepu cnoxHblii nmaponb. [1si KaXIoro mo4YTOBOIO SILIMKA
JIOJKEH OBITh CBOM HAJEKHBIN, YCTOMYUBBIN K B3JIOMY M1apOJib;

S. Ecnm ectp BO3MOXHOCTH HamucaTbh CaMOMY CBOM JIMYHBIN
BOIIPOC, UCIIOJIB3YH 3Ty BO3MOKHOCTB;

6. Hcrionb3yli HECKOJIBKO TIOYTOBBIX SIIMKOB. llepBbid s
YaCTHOM TMEpEeNnucKu C ajapecaramMH, KOTOPbIM Thl JOBEpSAClIb. IJTO
AIIEKTPOHHBIN aJIpec HE HaJI0 UCIIOJIb30BaTh MIPHU PErUCTpaluy Ha popyMax u
caiTax;

7. He otkpsiBail (aiisiel 1 Apyrue BIOKEHHUS B MUCbMaXx J1aXe €ClIu
OHM INPULUIA OT TBOUX JApy3ei. Jlydile yTouHM y HHUX, OTIPABIISUIM JIM OHU
Tebe 3T (ailibl;

8. [locne oxkoHYaHus pabOTBl HAa TOYTOBOM CEPBHUCE IEpE]

3aKPBITUEM BKJIAJKU C CAUTOM HE 3a0yAb HaXaTh Ha « BeIATIY.

KuoepOyJJIMHT WM BUPTYVAJLHOE U31€BATEJILCTBO

KubepOymmuHr —  mpeciieloBaHre€  COOOIICHUSIMHU,  COJEpKAIUMU
OCKOpOJIeHMS, arpeccuio, 3aIyTUBaHUE; XYJIUTaHCTBO; COLIMAJIBHOE
OOMKOTHPOBAHUE C TOMOUIBIO PA3IMYHBIX HUHTEPHET-CEPBHUCOB.

OcHoOBHBIE COBeTHI 0 00pBHOE ¢ KHOEPOYJITMHIOM:

1.  He Opocaiics B 601. JIyummii cmoco6: mocoBEeTOBATHCS KaK ce0st

BECTU U, €CIM HET TOro, K KOMY MOJHO OOpaTUTbCs, TO BHaudaje

yCHOKOUThCS. ECiM Thl HAUHENIb OTBEYaTh OCKOPOJEHUIMH HA OCKOPOJICHUS,

TO TOJIBKO €Ile O0JIbIlIe Pa30XOKellb KOH(DIIUKT;

2. VYmpasnsii cBoeit kubeppernyTaruei;
3. AHOHMMHOCT, B cetd MHHMas. CyIIecTBYIOT CIOCOOBI

BBISICHUTD, KTO CTOUT 32 AHOHUMHBIM aKKayHTOM;

4, He crout BecTw Xynauranckuii o0pa3 BUPTYaJIbHOM >KU3HM.

HNuTtepHeT (huKcUpyeT Bce TBOU JEHCTBUSA U COXPAHSET UX. Y JAIUTh UX OyJIeT

KpaiiHe 3aTpyAHUTEIIBHO;

5. Benu cebs BexuBoO;
6. HUrnopupyu €AMHUYHBIN HETaTuB. OnHopa3zoBbie

OCKOpOUTENbHBIE COOOIICHUS Jy4lle WrHopupoBaTh. OOBIUHO arpeccus

MPEKPAIIACTCS HA HAYAJIbHOM CTavH;



7. ban arpeccopa. B mporpaMmmax oOMeHa MTHOBCHHBIMH
COOOIICHHUSIMU, B COIMAIBHBIX CETAX €CThb BO3MOXHOCTH OJIOKHPOBKH
OTIIPaBKHU COOOIICHHH C ONIPEICTICHHBIX apECOB;

8. Ecnu 1B cBuaeTrenp kuOepOyuimHra. TBoM — JeHCTBUS:
BBICTYIIHTh TIPOTUB IIPECiICOBATENsA, IOKa3aTh €My, YTO €ro JCHCTBHUS
OIICHWBAIOTCS  HETATUBHO, TMOMJEPXKaTh JKEPTBY, KOTOPOH  HY)XKHA
MICUXOJIOTUYECKAsI TTOMOIIb, COOOIIUTh B3POCIBIM O (aKTE€ arpecCHBHOTO

IHOBCACHHUA B CCTH.

MoouiaLHbIN TeJaehoH

CoBpemeHHbIe cMapT(HOHBI U MJIAHIIETHI COEPKAT B c€OE BIIOTHE B3POCIIbII
(GyHKIIMOHAT, U TEmepb OHU MOTYT KOHKYpUpPOBAaTh CO CTallMUOHAPHBIMU
KoMmmbioTepamu. OTHAKO, CPEJICTB 3aIUThI ISl MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Masio. TecTUpOBaHUE U MTOUCK YSA3BUMOCTEN B HUX MPOUCXOAUT HE TAK UHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpemeHHbIE MOOWJIBHBIE Opay3epbl YK€ MPaKTUYECKU JOTHAIU
HACTOJBHBIE AHAJIOTH, OJIHAKO pacliupeHue (yHKIUMOHATA BIEYET 3a COOOM
OOJIBIIIYIO CJIOKHOCTh U MEHBIIIYIO 3alIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIIHE
KPUTHYECKHE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJI 0€30IACHOCTH MOOMJIBLHOIO TeJie(poHA:

1. Bynb octopoxeH, Beap Korja Tede mpeasiaraloT OecruiaTHBIN

KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHE-TO TJIaTHBIE YCITYTH;

2. Hywmaii, npexxae yem otnpaButb SMS, doTto wiu Buaeo. T

TOYHO 3HACIlIb, T/Ie OHU OYyyT B KOHEUHOM UTOTE?

3.  Heobxomumo OOHOBIATH OMEPANMOHHYIO CHCTEMY TBOETO
cMapTdoHa;
4.,  Vcnonws3yd aHTUBUPYCHBIC TIPOTpaMMbl IS MOOWJIBHBIX

TenedOHOB;

S, He 3arpyxaii npunoxeHusi OT HEU3BECTHOIO MCTOYHHUKA, BEIb

OHM MOTYT COJIEP>KaTh BPEAOHOCHOE MPOTPaMMHOE 00ECTICUCHHUE;

6. [Tocne TOro kak Thl BBIWAEUIb C CAaWTa, TAC BBOAWII JIMYHYIO
nH(popMaluio, 3aiiiM B HACTPOIKK Opay3epa u yaanu cookies;
1. [Tepunoanuecku IIPOBEPSI Kakue  IUIaTHBIE  YCIIYT'H

AKTHUBHUPOBAHbI HA TBOCM HOMCPC,



8. JlaBaii cBOM HOMEp MOOHWJIBLHOTO TejiepOoHA TOJBKO JIFOISMM,
KOTOPBIX THI 3HACITH M KOMY JIOBEPSIEIIIb;
Q. Bluetooth pgomken OBITh BBIKIIFOYEH, KOrJa ThI MM HE

nosib3yenibesi. He 3a0b1Bail HHOT A IPOBEPSITH 3TO.

@OUINMHT WX KPaXKa JHYHbIX JIAHHBIX

['maBHass nenp ¢UIIUHT - BHAa VHTEpHET-MOIIEHHUYECTBA, COCTOUT B
MOJyYeHUU KOH(PHUICHIMATBHBIX JaHHBIX MOJIb30BaTEeNIe — JOTHHOB U MapOJICH.
Ha anrmwmiickoM s3bike phishing umraercs kak ¢ummHr (ot fishing — preiOHas
JIOBJIsS, password — maposinb).

OcHoBHBbIE COBETHI 110 00PHOE C PUILUHIOM:

1.  Crnenu 3a cBouM akkayHTOM. Eciu T OJj03peBaeiiib, YTO TBOS
aHkeTa OblIa B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKMPOBAaTh €€ U COOOIIMTH
aJIMUHHCTPATOpaM pecypca 00 3TOM KakK MOKHO CKOPEE;

2.  Ucnonb3yii Oe3onacHble BeO-CaliThl, B TOM YHUCIJIE, UHTEPHET-
Mara3mHOB U TOMCKOBBIX CHCTEM;

3.  Hcmonmp3yii cioxHBIE U pa3Hble Mapoiu. Takum oOpa3om, eciu
TeOsI B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKHU TMOJYyYaT JAOCTYI TOJBKO K OJHOMY
TBOEMY MPO(MUITIO B CETH, @ HE KO BCEM;

4, Ecnu Tebs B311oManu, To HEOOX0IMMO TIPEAYIPEIUTH BCEX CBOUX
3HAKOMBIX, KOTOpPbIE 100aBIEeHbI Y TEOS B IPY3bIX, O TOM, YTO T€OsI B3I1OMau
¥, BO3MOXXHO, OT TBOETO MMEHH OyJeT pacchUIaThCs CllaM M CCBHIIKM Ha

(UIIMHTOBBIE CANTHI;

S. YcranoBu HaaexHbid napoib (PIN) Ha MoOWIbHBIN TenedoH;
6. OTkir04M coxpaHeHHe nmapoJs B Opaysepe;
7. He oTkpsiBail (aitnbl 1 Apyrue BIOKEHUS B MUCbMaX J1a)Ke €CIH

OHM NPHIUIA OT TBOMX Jpy3el. Jlydile yTouHu y HUX, OTHPABISIIM JIM OHU

Tebe 3T (ailibl.



